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Introduction to the Volume
Shadow Copy Service

Exploration of Windows 7
Advanced Forensic Topics — Day 2
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Data Integrity in Windows 7

 Volume Shadow Copy Service

« Expanded feature set in Vista:
—Backup and Restore Center
—System Restore
—Previous Versions
—System Image Backup
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Data Integrity in Windows 7

« Shadow Copy can be
used in conjunction
with the Windows
Recovery Environment
(WINRE) to “restore” a
non-bootable system to
a bootable state
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Data Integrity in Windows 7

* Volume Shadow Copy Is involved in every
transaction with disks that are being monitored —
System is monitored by default

* Only the changes between snapshots are
recorded In the snapshot dataset
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Data Integrity in Vista

Volume Shadow Copy Provider

System Restore Points

Backup and Restore

Previous Versions
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Vista - Volume Snapshot Creation

 When are volume snapshots created?
—Manually
—Every 24 hours
—Before a Windows Update
—Unsigned Driver Installation
—An application that calls the Snapshot API
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Win 7 - Volume Snapshot Creation

 When are volume snapshots created?
—Manually
—Before a Windows Update
—Unsigned Driver Installation
—An application that calls the Snapshot API
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Micresoft | Services

Forensic Investigation Topics
for Windows 7

Volume Shadow Copy
Implementations in Windows 7
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Micresoft | Services

Forensic Investigation Topics
for Windows 7

File Backup Using Volume
Shadow Copy
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Data Integrity — File Backup

i Backup and

GQM . 5 Restore
Center in the

Control Panel

Back up or restore your files

"‘E," Create a systemn image Backup

¥l Create a system repair disc Windows Backup has not been set up. '.'!_'E;_i'get up backup

Restore
Windows could not find a backup for this computer,

'E_!'Select another backup to restore files from

Recover system settings or your computer

See alzo

Action Center

"‘E," Windows Easy Transfer
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Data Integrity — File Backup

« Backup Files Settings
—Backup Files
>Backups up all files on the system
>Media supported: CD, DVD, Hard Disk, Network
—Files that are not backup up include:
>EFS encrypted files
>System files
>Program files
>Recycle bin
>Temporary files
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Data Integrity — File Backup

Select where you want to save your backup
end that you save your backup on an external hard drive, }
at
Save backup on:
Backup Destinaticn

._.___@ DVD RW Drrive (D)

@ Local Disk (E:) 9.2 GB

é 50 CARD (F) 1.9 GB

,._.__;? External USB HardDrive (H:) 173 GB

/1, This drive does not have enough space to store a system image
The selected device is not protected by BitLocker, More inform
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Total Size

15.5 GB

1.2 GB

373 GB

information

* The Backup file
wizards starts
with the
selection of the
backup
destination.
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Data Integrity — File Backup

K3 1® set up backup > NOthe you can

What do you want to back up? al IOW Wl n d OWS

(7 Let Windows choose (recommended)

Windows will back up data files saved in libraries, on the desktop, and in default Windows folders, to C h Oose Wh at
Windows will also create a system image, which can be used to restore your computer if it stops
: : to backup or
files to back up?
you can
@ Let me choose
Tne e you choose will be backed up on a regular schecte. manually select
what should be
backed up.

Mext ][ Cancel ]

- .
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Data Integrity — File Backup

G o s + The wizard
What do you want to back up? m akeS It easy
to backup data
TRome In user profiles
[T182, Back up data for newly created users
8 s’ i or select data

4 [|52, NORTHAMERICA\ibterry's Libraries

|=_{'| Documents Library in Other

.J? Music Library
E| Pictures Library

(W88 Videos Library locations on

5 I:lng Additional Locations

e the PC.

s [Clee Local Disk (C:)

[ Include a system image of drives: Unnamed drive, (C:)

A systern image is a copy of the drives required for Windows to run. You can use it to restore your
computer if it stops working.

- Cancel - o
| Microsoft | Services
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Data Integrity — File Backup

@ '@9 Set up backup

* Shows what

1o st up backur will be included
How often do you want to back up? INn the backup.
e e e 14 snceyourlastbackup vl bestdd Also thereis an
2 Fun bsctp om  sehedlls resommmended) option to create
Howorer: (D a reoccuring
Whatday:  [Sunday schedule for
whattime:  [700PM the backup.
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Data Integrity — File Backup

)

l'\.._../'”'i:.f'l |'® <« AllC... » Backup a... - |"? | | Search Control Panel

Control Panel Home

f&' Create a system image Backup

®) Create a system repair disc Location:

Last backup:

Contents:

Schedule:

Restore

c = 1
See also location.

Mext backup:

Back up or restore your files

External USE HardDrive (H:)
—_—

17.3 GB free of 37.3 GB
Backup size: 103.7 MB
'&'Manage space

Mot scheduled
4,/13/2009 4:33 PM

Files in libraries and personal folders for selected
USErs

Mone. Select Back up now to run backup
manually.
EgTurn on schedule

'&'Qhange settings

You can restore your files that were backed up on the current

Action Center '&'Restcre all users' files

ﬁu Windows Easy Transfer '&'Select another backup to restore files from

[ @Eack up now

Bestore my files ]
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Data Integrity — File Backup

* The file system is scanned for the required files
that should be included in the backup set

* The files identified in the scan are backed up to
the target media

* The backup is saved to a folder on the backup
media in the name of the machine.

LAW ENFORCEMENT SENSITIVE INFORMATION — DO NOT SHARE THESE MATERIALS Micresoft | Services
©2007 Microsoft Corporation — All Rights Reserved



Data Integrity — File Backup

« Within the backup folder name after the machine
there are additional folders

—Backup files <year>-<month>-<day>-
<HHMMSS>

>Backup files x.zip (where x is a simple integer)
>Each file contains a set of the actual backup up files
>Catalogs Folder

>There is a Backup files catalog associated
with each zip file in the backup set

—Catalogs
>Contains the Global Windows Backup Catalog file for this job
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File Backup Investigative Impact

 File Backups are GUI driven

* “Schedulable”

« Multiple types of common media are now
supported for the backup

* [nvestigators should:
—Look for backup data on all applicable devices

—Be aware of the folder naming conventions and
format of the new backup implementation

LAW ENFORCEMENT SENSITIVE INFORMATION — DO NOT SHARE THESE MATERIALS Microsoft ‘ Services
©2007 Microsoft Corporation — All Rights Reserved



Microsoft | Services
Forensic Investigation Topics

for Windows 7

Complete System Image Backup
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Data Integrity — System Image Backup

« Complete System Image Backup Settings
—Complete PC Backup

>Provides a full backup of the entire system
Including files not captured in the File Backup
scenario

>Media supported: One or More DVD, Hard Disk,
or network location

>Target drive MUST NOT BE compressed

>The volume Windows is installed on will always
be included (Including system partition
w/BitLocker)
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Data Integrity — System Image Backup

2

Back up or restore your files I:EI fe e | to F I | e
Backup

R B ackup

, == Similar look and

syskem settings or your computer

See also
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Data Integrity — System Image Backup

,;‘,? Set up backup

 All connected
drives are
displayed

h\ )I ':'-_t«_* et up backup

Select where you want to save your backup

* In the event that
no drives are
present the
backup can be
senttoa |
network
Ioc§ﬁon.

Micresoft | Services
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Data Integrity — System Image Backup

,‘& Set up backup

() e et backap » Specify network
Select a network location location and

Specify the network location for your backup files and provide credentials for Windows Backup to

use when accessing the lacation. S u p p |y th e
r-..iet._.-._ :La u:r:tinjr'u: re q u i re d

Browwse..,

credentials.

Metwark credentials

up will need the usernarme and password to access the network location when saving
wour backup, Which credentials should T enter?

Usernarme: dfsqjma

Flaﬁ':'-'l.l'l.l'l:lr'lj: L L L L LL Ll LLl))

Cancel

| Services
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Data Integrity — System Image Backup

&% Backup and Restore

» Specify networ
| . location and

pste repir i = Supply the

K required
credentials.

Schedule:

Restare

See also B Select ackup ko s From

Action Center
settings or wour compuker
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Data Integrity — System Image Backup

il Backup and Restore

‘OO r@ + Control Panel = Swstem and Security = Backup and Restore - m.l I Search Control Panel \g‘

g Once complete

'@" Create a system image Backup

@-. Creats a system repair disc Location: Metwork path: Vizune\backup b aC k u p S ettl n g
| I

173.7 GB free of 232.8 GB

Backup size; 5.1 GB Can be VieWEd
'@Manage space
or changed

Mext backup: Mok scheduled
Last backup: 4/13(2009 6:32 PM

Contents: Files in libraries and personal Folders For all users and
swskem image

Schedule: Mone, Select Back up now ta run backup manualky.
'@Turn on schedule

'@Change settings

Restore

‘fou can restare your files that were backed up on the current location, Restare my files |

'@Restore all users' files

'@SEEEt another backup ko restore Files From
Recover syskem setbings or your computer

See also
Ackion Center

'@ Windows Easy Transfer
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Data Integrity — System Image Backup

« Backup time depends on the size and amount of
data within the backup set

* The backup media will have a folder named
“WindowslimageBackup”

—Inside there will be a folder with the computer’s
name

>|nside this folder is a folder in a similar
naming convention as the file backup
mechanism

Backup <year>-<month>-<day>-<hhmmss>
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Data Integrity — System Image Backup

Mame

| |8d39ed38-20ab-11de-b2f5-806e6foeb963.vhd 4713/ . VHD File
|| 8d39ed39-20ab-11de-b2f5-806eb6fbe6963 .vhd 4/ VHD File
20df5eb8-40ad-4e60-a5db-0e334544 bfea_AdditionalFilesc3b9f3c.. 4/ 2 PN XML Document
20df5e68-40ad-4e60-a5db-9e334544 bfea_Components.xml 4/ ) 6:32 PNV AML Document
20df5e68-40ad-4e60-a5db-9e334544 bfea_RegistryExcludes.xml 4/ AML Document
=| 20df5eb8-40ad-4e60-a5db-9e334544bfea_Writerddc3bdd4-abd8-... 4/ ] XML Document
2| 20df5eb8-40ad-4e60-a5db-9e334544 bfea_Writer542dadb9-d3el-4... 4/ 2 PN XML Document
= 20df5e68-40ad-4e60-a5db-9e334544 bfea_Writerabad56c2-b509-4... 4/ 2 PN XML Docurment
= 20df5e68-40ad-4e60-a5db-9e334544bfea_Writerafbabda2-367d-4... 4/13/2000 &:32 PM XML Docurnent
=| 20df5eb68-40ad-4e60-a5db-9e334544 bfea_Writerbel00cbe-11fe-4... 4/13/2009 &:32 PM XML Docurment
20df5eb8-40ad-4e60-a5db-0e334544 bfea_Writercd3f2362-8bef-46... 4/ 2 PN XML Document
| 20df5e68-40ad-4e60-a5db-9e334544 bfea_WritereB132975-6f93-44... 4/ ) 5:32 PV XML Docurment

rackupSpecs.xml 4/13,/2009 6:32 PN AML Document
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Data Integrity — System Image Backup

« Within the backup folder there is a series of XML
files that house the backup metadata.

* |n addition there is an individual file for each
volume that has been backed up with the file
extension VHD

* The Complete PC Backup format is compatible
with Virtual PC, Hyper-V, and the native VHD
tools built into Windows 7.
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Data Integrity — PC Backup

* This capability has been around for some

time...creating Virtual Machines from hard disk
backups

How to create a Virtual PC hard disk image by
using a backup disk image file

http://support.microsoft.com/kb/912826/en-us

/’/
/
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Micresoft | Services

Forensic Investigation Topics
for Windows 7

System Restore Using Volume
Shadow Copy
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System Restore Data Available In
XP and Vista .. System

Configuration
« XPis a simple file * Vista data in same
directory structure location
« Old copies of registry can « Data blobs that have to
be easily retrieved be mounted as a file
system

System Restore Data
located in System Volume
Information

\E THESE MATERIALS Microsoft | Services




Protection — System Restore

* The System Restore feature in Vista also uses
the Volume Shadow Copy Service

* If VSS Is recording all changes to the system it
should collect changes that affect system stability

« System Restore Is only concerned with certain
system specific settings
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Protection — System Restore

System Properties

System Restore

You can undo system changes by reverting

i, — — —
your computer to a previous restore point. System Restore...

Protection Settings
Awailable Drives Protection

& Local Disk (C:) (System) On
&8 Local Disk (E:) Off

Corfigure restore settings, manage disk space, Fr—

and delete restore paints.

Create a restore poirt right now for the drives that Create
have system protection tumed on. —

LAW ENFORCEMENT SENSITIVE INFORMATION — DO NOT SHARE THESE MATERIALS
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« System Protection

—Create Restore
PoInts
—Restore from a
Restore Point

—Available in all
versions of Win 7
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Protection — System Restore

« Move away from the file system filter approach in
XP to the Shared Protection Point component
that uses the Volume Shadow Copy Service
(VSS)

« Gone is the list of files and location for monitoring
by the System Restore process

* Remember VSS monitors all files!!!
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Protection — System Restore

* Filtering Is restore operation specific:

—System Restore: Only files specific to the
System Restore process are used

—Previous Versions: Only the file(s) and/or
folder(s) specific to the Previous Versions
process are used

* The term System Restore Point only refers to SR
operations and we pull the data from our Volume
Shapshot
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Protection — System Restore

« System Restore has the same functionality as it
did with Windows XP we just use a new
mechanism

* The mechanism has the capability to monitor
system wide changes and System Restore can
pull the information it needs from that data set
(Volume Snapshot)
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Protection — System Restore

* The volume snapshot data is housed Iin the same
location as System Restore Points in Windows
XP and Vista

* The System Volume Information folder is secured
to not allow even administrators access to all
resources
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Protection — System Restore

l system ¥Yolume Information

‘ — ( :'J‘Tf‘| .~ Compuber = Local Disk (€10 = Swskern Volume Information -

Crganize *  Include inlibrary +  Share with = Mew folder

. Marne *
- Favarites

Dake modified

| Type

PR Deskiop SPP

g Downloads . Windows Backup

i1l Recent Places L iindowsImageBackup

% {7able2ez-2856-11de-a045-00155d20d411} .

) Libraries
3 Docurments
,J‘E Music
| Fictures

B videos

% {3803876b-c176-4e48-b7ae-04046e60c 752}

ﬂE Harmegraup
MaountPaoinkManagerRemotelDatabass

1M Computer || Syscache.hve

Swscache. hve. LOG1
€l Nebwork
o Syscache, hve. LOG2

tracking.log

% {b5cdbfS5-20af-11de-9F4d-00155d20d411H...
FWEZ.{24etf0ae-6a00-4F73-9840-75c23425, .
FWEZ.{e40ad34d-daed-4bc?-95bd-b16215¢c1...
FYEZ.{e40ad34d-daed-4bc?-95bd-b16215c1. ..
FYEZ2.{e40ad34d-daed-4bc?-95bd-b16215c1. ..

4/13/2009 £:27 PM
4/13/2009 £:25 PM
4/13/2009 £:25 PM
4/13/2009 6:27 FM
4/3}2009 5:52 PM

4/13/2009 £:27 PM
4{13/2009 2:11 PM
4/13/2009 2:11 PM
4/13/2009 2:11 PM
4{13/200% 2:11 PM
4/3/2009 §:01 PM

4{14/2009 9:30 AM
4/14/2009 9:30 AM
4/3/2009 8:13 PM

4/3200% :14 PM
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File Falder
File Folder
File Folder
Syskem File
yskem file
Systerm File
{Z4EEFORE-EAD0-4, .,
1 File

2 File

3 File
Svysken File
HYE File
LOa1 File
L2 File

Text Document

327,680 kB
&4 KB
120,016 KB
g kB

o4 KB

&4 KB

&4 KB

0 kB

256 KB

77 KB

0 kB

Z0KE




Protection — System Restore

System Properties

[ i System Restore

Restore system files and settings

System Restore can help fix problems that might be making your
computer run slowly or stop responding.

of your documents, pictures, or
rograms and drivers might be

uninstalled.

Cancel

LAW ENFORCEMENT SENSITIVE INFORMATION — DO NOT SHARE THESE MATERIALS
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) * Accessing

System
Restore
Points can be
done through
the System
Protection
GUI
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Protection — System Restore

i’ System Restore

Restore your computer to the state it was in before the selected event

How do I choose a restore point?

Current time zone: Eastern Daylight Time

Date and 'I'|mv.':. Description

4/14f2009 10:12:17 AM Manual Snapshot

413/2009 4:32:32 PM Automatic Restore Point
413/2009 11:26:25 &AM Windows Update

46,2009 10:12:55 PM Windows Update

4(3/2009 11:00:02 AM Installed AccessData FTE Imaager

Type

Manual
System

Critical Update
Critical Update
Install

Scan for affected programs
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* An
Investigator
can see “Date
and Time” as
well as
description
Information on
each VS
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Micresoft | Services

Forensic Investigation Topics
for Windows 7

Previous Versions Using Volume
Shadow Copy
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Data Integrity - Previous Versions

EvilPlans.txt Properties

“* Previous Versions

—Restore previous
€R) o erions come o etors pois oo versions of folders
and files

e L —Remember only
B available in:
) Lautsnr;lr @ Business,
e tiomonn s Enterprise and

LAW ENFORCEME[*= e — =
©2007 Microsoft Corporation — All nghts Reserved
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Data Integrity - Previous Versions

 Previous Versions is a component of the Volume
Shadow Copy Service

 Previous Versions of a file or folder are available
If a changed version of that file or folder was
captured during creation of a volume snapshot
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©2007 Microsoft Corporation — All Rights Reserved



Data Integrity - Previous Versions

 Previous Versions only stores the changes to a
particular file in the volume snapshot .

« Example:

Sample.txt

Volume Snapshot Created

Volume Snapshot Created

Sample.txt u
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Data Integrity - Previous Versions

* Only one version of a file is saved as a shadow
copy. For example, if you modify a file several
times in one day, only the version that was
current when the volume snapshot was made is
saved.

 This is not as granular as a copy of every version
of a document...
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Data Integrity - Previous Versions

* If you accidentally delete or rename a file or
folder, you can restore a shadow copy of that file
or folder, but you need to know the location that
the file or folder was saved to and its name.

* Works even if the Recycle Bin has been cleared!!

* Depending on the restore...it may even work
after several defragmentations
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©2007 Microsoft Corporation — All Rights Reserved



Data Integrity - Previous Versions

Open

Open in new window  To access Previous
N Versions of a resource
Restore previous versions S|mp|y l’ight MOUSE _
Include in library click and choose the
cend b option to “Restore

previous versions”

Creake sharbouk

Fy Delete

Properties

| Services
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Data Integrity - Previous Versions

| Users Properties

rovos Versers |Gz * You will be presented
T Previous versions come from n-stn::n—- pnlnts Drfn::m c =
'rl— | Windows Backup. How do | use previous versions? W|th al I p reV|O US
Eolder versions: Ve rS I O n S Of th e
- S resource to:
4 Yesterday (2) ' O p e n

4 Last week (1) o5 CO py
| Users 4/6/2009 10:13 PM N R e St O r e

4 Earlier this month (1)
. Users 4,/3/2009 11:00 AN | i

J Users

| Users

4| [ »
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Data Integrity - Previous Versions

 You can save off copies of the document
throughout it lifespan within the volume snapshot
data available on the system

* If you restore the file...you lose all other
snapshot data for that file

« Recovering any of the files may result in file
metadata not being complete
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Data Integrity - Previous Versions

| EvilPlans.txt Properties 3

* The data needed to

'-'l_..l Fr WiOUS WErsions come fr::nm re stjr pJIFtE Jrfr:nm
E 4

Windovs B Hondolusssiots o2 successfully restore a
Ele versions: file Is:

o —The original file

| | EvilPlans.tet 4/14/2009 1015 AM lestore poi +
=l EvilPlans.bt 41472009 10:14 AM

—The change data

» Defragmentation may
affect recoverabillity
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Volume Snapshots

System Restore

Volume Snapshot
Data

Previous Version

 Restore Points and Previous Versions are both
pulled from the same snapshot data
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Micresoft | Services

Forensic Investigation Topics
for Windows 7

Mounting and Accessing Volume
Shadow Copy Data from Evidence
Drives
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Accessing and Mounting Volume Shadow Copy
Stores

* Vista VSS consumed 15% regardless of drive
size and was not configurable

* Win 7 VSS disk consumption will vary depending
on drive size and is configurable.

* 506 for volumes > 64GB
e 3% for volumes <= 64GB
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Accessing and Mounting Volume Shadow Copy
Stores

systermn Protection for Local Disk (C)

 Disk space
: usage can be
(") Only restore previous versions of files C u Sto m I Z e d

() Turn off system protection

« Restore options
Disk Space Lisage a”OW Only

You can adjust the maximum disk space used for system protection. As

space flsup, clder restore ponts il be dekted o make room for o revious
Versions or

D System restore
and Prewous

Versions

5% (4.5 GB)

Delete all restore points (this indudes syst
and previous versions of files).
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Accessing and Mounting Volume Shadow Copy
Stores

* Three basic methods of accessing store

—Mount drive in Vista Enterprise or Ultimate
forensic workstation and use the GUI

—Mount drive In Vista Enterprise or Ultimate
forensic workstation and mount the data blobs
via command line

—Use third party tool to access the Volume
Shadow Copy data store
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Mount Drive in Forensic Workstation and
Use Workstation GUI to Recover Files

 Pluses
—Works every time
—Easy

* Minuses
—Only gets previous versions of EXISTING files

—You can recover files if you know the exact file
name
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How?

e Connect write blocked suspect drive to forensic
workstation

« Forensic workstation must be running Vista
Enterprise or Ultimate

/
/
/
/
/
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Micresoft | Services

Forensic Investigation Topics
for Windows Vista

Tools for Dealing with Volume
Shadow Copy Data
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VSS Tools

* The main tool that ships with all versions of Win 7
Is called VSSAdmiIn

* From this tool an administrator can perform a
number of operations

C:sWindowsssystem3d2 >vssadmin -7
vssadmin 1.1 — Uolume Shadow Copy Service administrative command—line tool

G Copyright 2081-2005
———— Commands Supported

Delete Shadows

List Providers

List Shadows

List ShadowStorage
List Uolumes

List Uriters

Resize ShadouwStorage

C:xWindowsssystem3d2 >

LAW _ENFORCEMENT SENSITIVE INFORMATION
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Microsoft Corp.

Delete volume shadow copies

List registered volume shadow copy providers
List existing volume shadow copies

Lizt volume shadow copy storage associations
List volumes eligible for shadow copies

List subscribed volume shadow copy writers
Rezize a volume shadow copy storage association
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VSS Tools

* The most interesting for investigators Is the
command to show all Volume snapshots on the
system

vssadmin list shadows

« With this output we can determine how far back a
suspect snapshot data goes
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VSS Tools

* Highly dependent on system activity and
available disk space

Contents of shadow copy set ID: {d31c?143-h31c—4?h6—-bhlda—6c6296aa8813%
Contained 2 zhadow copiez at creation g~ 109:56:48 AM
Shadow Copy ID: (42889179 cr56—4c4d-EDIOVEREUCIG 7he 2>

Original Volume: C(H:)5%T Le 11de—bh2d5-001c26d7cf FAZ~

Shadow Copy Uolume:~~7\uLOBALRO( KIS SCHEIN 1 ;i < ko 1uneShadowCopyl 2

Originating Machine: TﬂTJEEP.nuri(jﬂve .microsoft.com

Service Machine: TOYJEEP.northame _ rozoft.com

Provider: 'Microsoft Software Shadow Copy provider 1.8

Type: ClientAccessiblellriters

Attributes: Perszisztent, Client—-acrgso-Skl-
1. Auto recovered Forensic

Shadow Copy ID: {Be8AfhfcA-97 1 m Workstation’s [kl

Original Uolume: <C:>s\A\TNoolumedd . dd—ab6d5-—886ebfbebTHI 3

Shadow Copy Uolume: HH?HGLQHHLHQQ'[)nve skUolumeShadowCopyl3

Originating Machine: TOYJEEP.northamerica.corp.microsoft.com

Service Machine: TOYJEEP.northamerica.corp.microsoft.com

Provider: 'Microsoft Software Shadow Copy provider 1.8

Type: ClientAccessiblellriters

Attributes: Perszisztent, Client—accessibhle, No auto release, Differentia
1. Auto recovered
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Previous Versions - Evidence

* In Windows Explorer browse to suspect drive and
folders/files you are interested In

a Documents

Qrganize - a1 Dpen Share with - Mew Folder . .
» Right — Click
r Favaorites Documents lib . . .
. on Interestlng Arrange by:  Folder

Includes: 2 locatiorg

Mame = flle Or fOIder Tvpe Size

@) My File Folder
File Falder
File Folder

] _
~ pen_ . 125 Al File Folder
CIpEn In ey wirdo

2

Ed

& My Pic
F =HE] ——
e | Choose
*‘3- Homegroup deskio :I:I_D— o I__:—'.'_;—:' “ReStO re
1M Computer :;_.—.-.-.- preV|OUS

E‘! Mebwork, f Ve rS I O n 7

2rvices
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Previous Versions - Evidence

| EvilPlans.bd Properties

* If previous versions
D) e e ot ot are avallable for a
resource they will be

File versions:

Mame Diate r'ru::dif?Ed Lacation p O p u I ate d i n th e
4 Tt]dré}" (2) Choose a WI nd OW

4/14,/2009 10:15 AM
EvilPlans. b 41472009 10:14 AM

version of
the folder or
document
to restore

Choose to
copy itto a

evidence
location
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Interesting Places to Look

» Users\%userdo\
—User profile

>User.dat portion of the registry
>Documents
>Desktop
>Thumbcache files
>Temporary Internet files
>|nternet history files
>[Internet bookmarks
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Interesting Places to Look

* Windows\system32\config
—Restore point type information
>System portion of the registry
>SAM
>System logs

« Any other folders or individual files you see
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Mount Drive In Forensic Workstation and
Mount Data Blobs Via Command Line

* Pluses
—Get consolidated access to files stored

* Minuses
—Complicated command line syntax
—Difficult to navigate data at times
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Directly Mounting Volume Shadows

 Create a symbolic link to shadows

—Symbolic link similar to mechanism for
directing "My Documents™ to the new “Users”®
directory

—NOT A SHORTCUT
—Deeper In the file system
—Command to create a symbolic link is MKLINK
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Directly Mounting Volume Shadows

e Step 1
—Verify you can see the suspect drive shadows

—In this example write-blocked drive was
assigned a drive letter of s:

—Opened a command box on forensic
examination machine

—Typed: vssadmin list shadows
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Administrator CAWindows'\systemn32\ cmd.exe

Contents of shadow copy set ID: {cdedofhl-fcl?—-4ebb—h2h?—-dbh52849Yc15h
Contained 1 zhadow copies at creation time: 2-25%-2008 11:-108:34 AM
Shadow Copy ID: {43gcesf28-alc2—4ccl—?81b5F def?5df b
Original Volume: L{C2 35T ledunelGldel Bd8—84h5—11dc—2272-806ebfbeb P63
Shadow Copy Volume: ¥ GLOBALROOTDevicewiarddicklolumeihadowCopyl2
Originating Machine: jamesmoel .northamerica.corp-microsorCooom

Forensic

Attributes: Persistent,. Client—accessible. Mo auto release,. Differentia
1. Auto recovered

Shadow
Blob(s)

Contents of shadow copy set ID: {B7dh2982-bia?-4568-82d6—dBf519f70fa2>
Contained 1 shadow copies at creation time: 2-18-2068 3:31:43 PH
Shadow Copy ID: {A4hBa3@8-bhaBl-4269-all?—¥f325c125Ff758>
Original Uolume: | (S:a2Unlume{?f68eh?f—e3dal—-11dc—a?c?-001c2512bhl6e ™
Shadow Copy Volume: SSPGLGSALROOTDevicesHarddiskUolumeShadowCopyl 3
Originating Machine: BobPervacula=DC
Service Machine: BobhPervacula—-PC
Provider: 'Microszoft Software Shadow Copy provides.l @'
Tupe: ClientAccessihlellriters
Attributes: Perszistent. Client—accessible. Mo auto release,. Uilffsrentia

Suspect’s
1. Auto recovered

Contentsz of shadow copy zet ID: {384a7f97-11d4-4a33-h2d8—-8ffelh5432c?: !. drlve VOIume
Contained 1 shadow copies at creation time: 2/18-2008 A-A0--557TnN ShadOW
Shadow Copy ID: {F34E55ad- 6l _d==2-0007"ecdhbhadbed?
Original Uolume: L83 Uolume{?f6leh?f—e3dal—11dc—a?c?-B0081c2512bhlbo E3| t)
Shadow Copy UVolume: “N?“GLOBALROOT“Device“~HarddizkUolumeShadowCopyl4 0o (S)
Originating Machine: BobPervacula—FPC
Service Machine: BobPervacula-FPC
Provider: 'Microszoft Software Shadow Copy provider 1_.8°
Type: ClientAcceszssibleWriters
Attributesz: Persistent,. Client—accessibhle,. Ho auto release,. Differentia
1. Auto recovered

Service Machine: jamesmoel.northamerica.corp.microsoft.com Workstatlon’s
Provider: *‘Microsoft Software Shadow Copy provider 1.8°
Tupe: ClientAccessiblellriters V0|ume
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Mount Suspect’'s Data Blob

C:\>mklink /d

(be sure to include the trailing backslash)
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Mount Suspect’'s Data Blob

 Mount all volume shadow data blobs on the
suspect drive

e for /f "tokens=4" %f in (‘vssadmin list shadows %|
findstr GLOBALROOQOT') do @for /f "tokens=4
delims=\" %g in ("%f") do @mklink /d
%SYSTEMDRIVE%\%g %f\

* %SYSTEMDRIVE% Is the drive letter of the
suspect hard drive
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Mount Suspect’'s Data Blob

Administraton C\Windows\System32\cmd exe . EX !

C:sWindowsssystem32>for #F "tokens=4" #f in (‘’vssadmin list shadows *! findstr GLOBALROOT'
> do Bfor #f "tokenz=4 delims=*" ¥g in ("#f") do Bmklink ~/d h:isxg =xf%

symholic link created for h:isHarddizskUolumeShadowGopyl2 <<{===33 “~?~GLOBALROOT>Device“Hard
dizklUolumeShadowCopyl2™.
symholic link created for h:isHarddiskUolumeShadowGopyld <<{===33 “~?~GLOBALROOT“Device“Hard
dizklUolumeShadowCopyl I
symholic link created for h:sHarddiskUolumeShadowCopyw3 <<===>> “S\?“GLOBALROOT:Neunicostopnld
izklUolumeShadowCopyd™.
symholic link created for h:isHaruoizskvolumeShadowGopyd <<{===22 7 GLOBALROOT“~Device-Hardd
izklUolumeShadowCopyds.
symholic link created for h:isHarddiskUolumeShadowGopy? <<{===232 “~?“GLOBALROOT“~Device-Hardd
izklUolumefhadowCopy'™.
symholic link created for h:isHarddizkUolumeShadowGopy8 <<{===2> “>?“GLOBALROOT“Device-Hardd
izklUolumefhadowCopyld™.
symholic link created for h:isHarddizkUolumeShadowGopy? <<{===232 “?“GLOBALROOT“Device-Hardd
izklUolumeShadowCopyd™.
symholic link created for h:isHarddizskUolumeShadowGopylB <<{===33 “~?~GLOBALROOT>Device“Hard
dizklUolumeShadowCopyl @,
symholic link created for h:isHarddiskUolumeShadowGopyll <<{===33 “~?~GLOBALROOT>Device“Hard
dizklUolumeShadowCopylli™.
symholic link created for h:isHarddiskUolumeShadowGopys <<{===232 “?“GLOBALROOT“Device-Hardd
izklUolumeShadowCopub™. /

C:sWindowsssystemd2 > //

All shadow
volumes
mounted for
suspect drive
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Image Symbolic Links

/2, AccessData FTK 1.80.0 DEMO VERSION
File Edit View Tools Help
Overview | Explore | Graphics E-Mail | Search | Bookmark

Evidence ltems File Status File Category - o % @ I)HU_E?I @ @ @
[Evidence fiems: 0] [[KFF Alert Files: 0] [Documents: 0] — =
File Items [Euukmarked tems: D] [Spreadsheeis: D]
[ Total File tems: 0| [ Bad Extension: 0| [ Databases: o]
[ Checked tems. 0| [ Encrypted Files: 0] [ Graphics: ol
[Unchecked tems: 0/ [ From E-mai: 0 [ Muttimedia: Add Evidence to Case
Flagged Thumbnails: 0| [ Deleted Files: 0| [ E-mail Messages:
Other Thumbnails: 0] [ From Recycle Bin: 0| [ Executables: Add Evidence
e D) (Duoesle ke b (eckives; Any number of evidence items can be added to the case. There are several types of evidence items:
[Fittered Out: 0| [ OLE Subitems: 0] [Folders: o ) ) ) .
Acquired image of drive: Several formats supported; can be an image of a logical or physical drive
[ Unfittered j [ Fitered ] Flagged Ignore: D] [ Slack/Free Space: Local drive: ” -~
[LAlltems_] [ Actual Files | [ KFF ignorable: 0 [ Other Known Type: Folder: Browse for Folder - ﬂ ers

[ Diata Carved Files: D] [ Unknown Type: Individual File cquired images.

The default refinement opl] | Select a folder item, and additional
types of refinements can & anges, as wel as specific
folders. To make these fu fvidence - Advanced...

Add Evidence... !ience - Advanced...
Computer
= = Display Name Zone  Comment
E E 88 C& Q B% O V 0FF | Unfittered - ﬂ pay | HarddiskVolumeShadowCopy 10

Evidence Path . HarddiskolmeShadonCopy 11 escendants Investigator's Name Comment
| HarddiskVolumeShadowCopy12
| HarddiskVolumeShadowCopy 13
| HarddiskVolumeShadowCopy3
| HarddiskVolumeShadowCopy4
| HarddiskVolumeShadowCopy6
| HarddiskVolumeShadowCopy7

¥ Evidence File Name

———————————————————

|

0 Listed
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Mount Drive In Forensic Workstation
and Use Workstation Third Party Utility
to Access Volume Shadow Data

* Pluses
—Better file exploration presentation
—Easier to use than command line arguments

* Minuses
—No guarantee of quality from the tool
—Not a Microsoft supported tool
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Shadow Explorer

« www.shadowexplorer.com
* Free utility

* Features
—Show dates of all snhapshots
—Browse through Shadow Copies
—Retrieve previous versions of files and folders

NOTE: This is not a Microsoft product. It is shown as
an example of a third party utility leveraging the
API to the volume shadow store. No responsibility
IS taken for this or any other third party utility.
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http://www.shadowexplorer.com/

*. ShadowExplorer

File  Help

4/14/2009 10:56:48 AM
- 4/14/2009 11:47:44 AM & srecYcLEEIN |
4/14/2009 11:48:04 AM &, 150

>
£, Recydled Availiable Shadows on
E“:r .
E;t::tem Volume Information SuspeCtS d rve
L., TOYJEEP
|| MedialD kin

Allows selection of suspects
drive
(Drive letter will be whatever
letter it mounts into your
workstation)
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‘" ShadowExplorer

Date and Time of Snapshot

File  Help

[H:  ~|[4/14/2009 10:56:48 AM {

Eﬂ_’, H:
=& SRECYCLE.BIN
E’ 5-1-518
F 5-1-5-21-124525095-708259
E‘E 5-1-5-21-4219714295-20835
. -&L, SRPLBTYT
: E SRSOKRYH
-, 5-1-5-21-86535890-103805(
7150
F Recycled
=& stuff
__E Documents
F Favorites
F Pictures
F Tools
E Videos
&% System Volume Information
i TOYJEEP
- &L, Backup Set 2009-04-13 163

£ sRPLATST
£, SRSOKRYH
CIS14G4P01 so
“DsIGY3DFAIso
CDSILTIKLMiso
£, siPLaTS

Export...
Emsomﬂ P

CI)SR4G4PO 1 iso
CISRGY3IDFAso
CISRLT1KLM iso
“IsRSJS98Uis0
ik | desldop.ini

Folders and Files
Captured During

Volume Shadow

Snapshot
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VSS Tools

 VVshadow is a tool included in the Volume
Shadow Copy Software Development Kit and it
has increased functionality

* With Vshadow and administrator can:
—List all volume snapshots

—Mount certain types of snapshots as a drive
letter in Windows EXxplorer

—DELETE all volume snapshot data
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VSS Tools

Usage:

List of optional flags:
_7 _

- —
“nu _
_ad —_
—ap _
—scsf -
—t={file.xml> -

—he={file.xml> -
it .

—wi={Uriter Namel} -—

—ux={Writer Name} -

—script={file.cmd> —

—exec={command? -
eak and make—-it—write

—wait -
e—it—write

—tracing -

List of commands:
{volume list> -
—ws —
—um _
—um2 -
—gx={8napSetID> -
—s={Snapl D> =
_da —
—do={volumne’ -
—dx={SnapSetID> -
—ds={S8naplD> -
—i={file.xml> -
—b={8napSetID> -
—bu={8napSetID> -
—el={SnaplD*.dir -
—el={SnaplD>, drive —
—er={%naplD*.share —

—r={file.xml> —
—rs={file.xml> -
doc

—revert={SnaplD>

USHADOW L[optional flags]l [commands]

Displays the usage screen

Manages persistent shadow copies

Manages no—writer shadow copies

Creates differential HW shadow copies

Creates plex HW shadow copies

Creates Shadow Copies for Shared Folders (Client Accessible)
Transportable shadow set. Generates also the backup components doc.

Generates the backup components doc for non—transportable shadow se

Uerify that a writer/component is included

Exclude a writerscomponent from set creation or restore

SETUAR script creation

Custom command executed after shadow creation, import or between br

Wait hefore program termination or between shadow set break and mak

Runs USHADOW.ERE with enhanced diagnostics

Creates a shadow set on these volumes

List weriter status

List writer summary metadata

List writer detailed metadata

List all shadow copies in the system

List all shadow copies in this set

List the shadow copy with the given ID

Deletes all shadow copies in the system

Deletes the oldest shadow of the specified volume
Deletes all shadow copies in this set

Deletes this shadow copy

Transportable shadow copy import

Break the given shadow set into read-only volumes
Break the shadow set into writable volumes

Expose the shadow copy as a mount point

Exposze the shadow copy as a drive letter

Expose the shadow copy as a network share

—er={8naplD} . .share.path — Expose a child directory from the shadow copy as a share

Restore based on a previously—generated Backup Components document
Simulated vrestore based on a previously—generated Backup Components

Revert a volume to the specified shadow copy



VSS Tools

* There are a number of ways to prevent shadow
copies from being created and/or deleting volume
snapshot data.

— Disable the Volume Shadow Copy Service

— Disk Cleanup option allows for removal of all but the
most current snapshot

— Deselect disks in the System Protection GUI disables
VSS from creating new and deletes all existing
snapshots

—Vshadow —da removes all snapshots
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VSS Tools

)
Disk Clearup | Mo Optors * “You can free more

Programs and Features d I S k S p ace by

— You can free more disk space by removing programs that

= ety | removing all but the
most recent restore

System Restore and Shadow Copies

- t”
= You can free more disk space by removing all but the po I n

o  most recent restore point.

In some editions of Windows, the disk might include file
shadow copies and older Windows Complete PC Backup
images as part of restare points. This information will also

be deleted.

Capacity: 59,818.139,648 bytes 52.9GBE
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VSS Tools

i oystem Protection fof External USE HardDrive (H:)

e —— VSS can be disabled on

System Protection can keep copies of system settings and previous

versions of files, Select what you would like to be able to restore: a d rive by d rive b aS i S

(@) Restore system settings and previous versions of files

) Turn off system protection

Disk Space Usage

You can adjust the maximum disk space used for system protection. As
space fills up, older restore paints will be deleted to make room for new
ones,

Current Usage: 51.5MB

System Protection

Max Usage: |_J

2% (752.9 MB)

Are you sure you want to turn off system
protection on this drive?

Delete all restore points (this indudes system setting
and previous versions of files). o ) ) ]
Existing restore points on the drive will be deleted and
new restore points will not be created,
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VSS Tools

« Settings for which volumes are currently being
monitored on the system are located in the
following registry key:

HKLM\SOFTWARE\Microsoft\WINDOWS
NT\CURRENTVERSION\SPP\Clients\{09F7/EDC
5-294E-4180-AF6A-FBOEGAOE9513}
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VSS Tools

Edit Multi-String ° A” Volumes

Value name: monitored In
{0SF7EDCS-294E-4180-AF6A-FBOERADESS 13}
System

Value data:
Bl Proccionare
W PWWolume{4a92c446-c687-11dd-abd 58066669631 (C 5 AA) ) ) .
listed In this
MULTI SZ

value
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Can Volume Shadow Services be Disabled?

* There are a number of ways to prevent shadow
copies from being created and/or deleting volume
snapshot data
— Disable the Volume Shadow Copy Service

— Disk Cleanup option allows for removal of all but most
current snapshot

— Deselect System Protection via the GUI prevents VSS
from creating new and deletes all existing snapshots

—Vshadow —da removes all snapshots
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Questions?
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20

Minutes

Using the File Backup Feature

Exercise
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30

Minutes

Recovering Previous Versions and Deleted Files

Exercise
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